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PABOYASA NPOrPAMMA YYEBHOW OAUCLUUNIUHBI
51.B.01 OcHOBbI CUCTEMHOIro aAMUHUCTPUPOBaAHUSA
Kood u HaumeHosaHue ducuunnu%/ 8 coomeemcmeuu c y'-Ie6HbIM niaHom

1. Kog 1 HaumeHoBaHMe HanpaBneHUs NoAroToBKU/cneunanbHOCTM:

01.04.02 lNpuknagHag maTemMaTuka U UHopmMaTuKka

2. Npocdunb nogroroBku/cneunanusaumsa: ___MaTemaTtmyeckoe n nporpaMmmHoe obecneve-
HMEe MHDOPMALIMOHHbBIX CUCTEM

3. KBanudumkaumsa BbINnyCcKHUKA: MarmcTp
4. dopma oby4eHuA: oYHas
5. Kachegpa, oTBevawLan 3a peanmsayuio GUCLUUNINUHBI: MO 3BM

6. CoctaButenu nporpammbl: ___YepHbiwoB M.K., K.¢p.-M.H., JOLEHT

(®UO, yyeHas cmeneHb, y4eHoe 38aHue)

7. PeKOMeHAOBaHa: Hay4Ho-meToamnvecknm coBeToM dakynbTeTa NPUKIagHoON MaTteMaTUKN,
MHOPMATUKN N MeXaHUKK, NpoTokos1 Ne 8 ot 15.04.2022
(HaumeHosaHue pekoMeHdAyrwel cmpykmypsbi, dama, HOMep MPOMOoOKona,

ommemku 0O rpoOsiIeHUU 8HOCSIMCS 8PYYHYHO)

8. YueGHbIn roa:_ 2022-2023 CemecTp(bl): 1

9.llenu n 3apaum y4eO6HON ANCUUNIIUHDBI

Llenisimu oceoeHusi y4ebHoU OucyurniuHbl S611sK0mcs:
. Nony4YnTb TEOPETMYECKME M MpaKTUYecKne HaBblkin No obpaboTke M aHanuay Hay4yHo-
TeXHU4eckon nHdopmaumm B 06nacTm CUCTEMHOIO U CETEBOIO aAMUHUCTPUPOBAHNS;



. OCBOWTb MPOLIECC aAMUHUCTPUPOBAHMS CUCTEMHONO M CETEBOro nMporpammMmHoro obecne-
YeHMsl, Hay4YuTbCA MNPOBOAMTb aHanM3 CUCTEMHbIX Npobnem 06paboTkM mHOpMauun Ha
YpOBHE MHPOKOMMYHUKALMOHHBIX CUCTEM.

3adayu y4yebHoU OuCyUMNIUHbI:

- OCYLLECTBNATb MOMCK HEOOXOAMMOW MHPOPMaLMK NS peLleHnst 3agay onTMManbHOro
BblOOpa NporpaMMHbIX M annapaTHbIX CPeacTB B NMpoLecce CUCTEMHOrO U CEeTEBOro agMUHMU-
CTPMPOBaHNA, OCHOBbIBAACb Ha MMEIOLLMXCA pecypcax, a Takke TeopeTudeckom ob6o6LieHunn
Hay4YHbIX JaHHbIX U pe3ynbTaToB NpeaBapuTENbHO NPOBOAUMbIX SKCNEPUMEHTOB;

- cchopmmpoBaTth NpakTU4ECKME HaBbIKM U yMEHUS B 061acTn agMUHUCTPUMPOBAHNA pas-
NMYHBIX OMEepaLMOHHbBIX CUCTEM M CETEBbIX TEXHOMOMN, OCHOBLIBASICb Ha 3HAHWW OCOBGEHHO-
CTEWN KaXKOOW U3 HUX;

- OCBOMTb pernamMeHTbl NpoBeaeHus npodunakTnyecknx pabot Ha agMUHUCTPUPYEMBIX
NH(POKOMMYHMKALMOHHBIX CUCTEMAX;

- MPOM3BOANTbL MHCTANMAUMIO NporpaMMHOro obecneveHus ons cepBepoB U paboumx
CTaHUMN, OCYLLECTBMATb MOHUTOPMHI paboTocnocOBGHOCTU KOMMbIOTEPHBLIX ceTen, obecneyu-
BaTb Mepbl Mo 3awmTe nHchopmaumu.

10. Mecto y4yebHOM aucuunnuHbl B cTpyktype OOI: yyebHaa gucumninmHa OTHOCUTCS K
dopMmnpyemMon ydacTHMKkaMmm obpasoBaTesibHbIX OTHOLWEHUA YacTn brnoka 1 BapuaTuBHOW 4a-
ctu. MNpeawecTByowen ona gaHHOW OUCUMNINHBLI ABRSIETCA AUCUUNINHA APXUTEKTYpa KOMMb-
toTepoB, MHdopmaTnka n nporpaMmmupoBaHue nporpammel, OnepaumoHHbIe CUCTEMBI.

11. MnaHupyeMble pe3ynbTaTbl OOY4YEeHUA MO AUCUUNIMHE/MOAYN (3HAHUSA, YMeHus,
HaBbIKM), COOTHECEHHbIE C NNaHUpyeMbIMU pe3yribTaTaMU OCBOEHUSA o6pa3oBaTesibHOM

nporpamMmmbl (KOMneTeHLIVIFlMM) n UHANKaTopaMun NX 4OCTUNXXEeHUA.

Kopn HaseaHue komne- Koa(bl) NupukaTop(bl) MnaHMpyeMmble pesynbTaTbl 00y4eHUus
TeHunn
MK-1 | CnocobeH npoBo- MK-1.1 MpoBoauT MHpOpMaLMOH- Nnony4mTb TeOpPEeTUYECKUe 1 npaxkTnye-
AWTb paboTbl NO HbIA NOUCK AN peLleHns CKue HaBblkv No obpaboTke n aHanusy
obpaboTke u aHa- uccnegoBaTenbCkMx 3agad ¢ Hay4YHO-TEXHUYECKON MHOPMaLMKM B
M3y Hay4Ho- NCMNonb30BaHWEM OTKPbITbIX | 06nacTM CMCTEMHOrO U CeTeBOoro agMu-
TEXHUYECKOWN NH- NCTOYHMKOB MHOPMaLUK K HUCTPUPOBaHUS;
dopmauuu, pe- cneunanusnmpoBaHHbIX 6a3
3ynbTaToB MCChe- OaHHbIX
[OBaHUN MK-1.3 | BbibupaeT meToabl peweHnss | chopMmMpoBaTh NpaKTUYECKNE HaBbIKK U
nocTaBneHHON 3aa4uu ¢ yMeHusl B obnactv agMUHUCTPUPOBaHUS
y4eTOM MMEIOLLMXCS pecyp- pasnmnyHbIX OrNepaunOHHbIX CUCTEM U
COB, @ TaKKe TEOPETUYECKO- | CEeTEBbIX TEXHOJOMMIA, OCHOBLIBASACH Ha
ro o606LLeHNs HayYHbIX 3HaHWUM 0COBEHHOCTEN KaXaom U3 HUX
OaHHbIX, pe3ynbTaToB 3KC-
NEPUMEHTOB 1 HAGNIOEHUN.
MK-4 Cnoco6eH ocy- MK-4.1 3HaeT ocobeHHOCTM agMmn- | 3HaTb: CTPYKTYpy 3TanoOHHOW CeTeBOn
LLeCTBNSATb aAMu- HUCTpupyemown onepaumnoH- | mogenu OSI|, annapatHoe obecneyeHve
HUCTpMpPOBaHNe HOW CMCTEeMbI, OCOBEHHOCTM | NepCcOoHanbHOro KOMMbloTepa
hannosbIX cUCTEM peanusaunn ceTeBon TexHO- | BrnageTb: HaBblikaMyn MOCTPOEHUS ceTe-
M CUCTEMHOrO Npo- norun, pernameHTbl NIpoBe- | BbIX coeguHeHun, VPN coeanHeHunn
rpaMmHoro obec- AeHNs NpobmnakTuyecknx
neyeHus NHdo- paboT Ha agMUHUCTpUpYe-
KOMMYHWKaLMOH- MOW MHOKOMMYHUKaLMOH-
HOW cucTeMbl, Npo- HOW cucteme
BOAWUTb aHanus3 MKB-4.3 MNponssoguT nHctannaumo | 3HaTtb: OCHOBHblIE CETeBble MPOTOKOSbI
CUCTEMHbIX Mpo- dann-cepsepa u nporpamm- | cteka TCP/IP
6nem obpaboTku Horo obecrneveHus paboumx | YmeTb: HacTpavBaTb WM KOHUrypupo-
nHdopmaumm Ha CTaHUWI, ocyLlecTBnseT BaTb Pa3NunyHble onepauuoHHbIe CUCTe-
YPOBHE MH(POKOM- nnaHMpoBaHWne CTPYKTYP Ka- | Mbl, KOMMYTaTOpPbl 1 MapLUPYyTU3aTophI
MYHVKaLWOHHOM TanoroB (GMPeKTopui),
CUCTEMBI nonb3oBaTeneun u rpynn




nosib3oBartenen, npoueayp
3awmThbl MHGOpPMaLUKM 1
npoueayp permcrpaumm
nonb3oBaTenemn

12. O6bemM gucuuNUHbI B 3a4eTHbIX eauHULUAxX/Yac.(s coomsemcmsuu ¢ y4ebHLIM MnaHoM) —

4 | 144
Popma NPOMEXYTOUYHON aTTeCTaLMUM (3avem/sK3ameH) 9K3amMeH
13. TpyaoeMKocTb NO BMAaM y4ebHon paboTbl
TpyooemMKocTb
. B Mo cemecTpam
Bun y4ebHoii paboTbl cero
1 cemecTp
KoHTakTHas pabota 48 48
neKkumm 16 16
B TOM 4mcne: npakTnyeckme - -
naGopaTtopHble 32 32
CamocrtosaTensHasa pabota 60 60
lMpomexyToyHas aTTectaums 36 36
UToro: 144 144

13.1. CopepxaHue QUCLUMNIUHDI

n/n Peanusauus
pasgena guc-
HaumeHoBaHwue pasgena LMMNNUHBI C
CopepxaHue pasgena AMCUUnnHbI
ANCUUNNNHBI NMOMOLLIbIO OH-
nawvH-kypca,
OYMK *
1. Jlekuum
1.1 BeegeHve B ceTeBble TeX- JlokanbHble BbluMcnmTenbHble cetn. CeTn 1 ceTeBble
Honornm KOMMIEKCHI. OcHoBbI cu-
1.2 OTanoHHas ceTeBas Mo- MexypoBHeBble B3aumogencTans. Pusnyeckun ypo- CTeMHoro aj-
aenb OSI BeHb. KaHanbHbI ypoBeHb. CeTeBON ypoBeHb. TpaHe- | MWHUCTPUPO-
NOpTHLIN ypoBeHb. CeaHCOBbLIN ypoBeHb. [NpeacTaBu- BaHus (2020-
TenbCKUN ypoBeHb. MpuKnagHon ypoBeEHb. 2021), NMMA
1.3 CeTeBble NPOTOKONbI Ethernet. BeicokockopocTHble maructpanu. TCP/IP.
Mpotokonbl NetWare. NetBIOS, NetBEUI. https://edu.vsu
1.4 BupTyanbHble yacTHble ce- | Hactpoika n o6enyxusanune VPN. TernpoBaHHbie 1 .ru/enrol/index.
™ HETEermpoBaHHbIe NOPTbI, arPerMpoBaHHbLIE NOPTHI. php?id=12300
1.5 CeTeBble onepauUnoHHble MS Windows, Novell NetWare, UNIX. O630p ceTeBbIX --
cucTembl BO3MOXHOCTEN.
2. JlabopaTopHbie paboThbl
2.1 BBepneHue B ceTeBble TEX- Mcnonb3oBaHne ceTeBol nabopatopun EVE-NG ans
Honorum MoAenvpoBaHns parMeHTOB KOMMbIOTEPHbIX ceTen
2.2 CeTeBble NPOTOKONbI M3yyeHne OCHOBHbIX CeTeBbIX MPOTOKONOB CTeka
TCP/IP ¢ nomoubto ceTeBor nabopatopum EVE-NG
2.3 BupTtyanbHble YacTHble ce- | [NocTpoeHne VPN coeanHeHun u mnsydeHune VLAN Ha
™ 6ase mMapLipyTM3aTopoB 3 YPOBHS C MOMOLLBI CeTe-
Bou nabopatopum EVE-NG
24 CeTeBble onepaynoHHbie HacTporika n koHdurypmpoBaHue pasnu4yHbix onepa-
cUcTeMbl LMOHHbIX CUCTEM, KOMMYTaTOPOB U MapLUpyTM3aToOpoB
¢ nomoLbko ceTeBon nabopatopum EVE-NG

13.2. Tembl (pa3aensl) AUCUUNNUHBI U BUALI 3aHATUN




Bugbl 3aHATUN (4acoB)

Ne HavmeHoBaHue Tembl [Ty S————
n/n (pasgena) oucumnnmHel Jlekumm | MNpaktnyeckne | JlabopaTopHbie pabota Bcero
11 II:%MBMen,eHwe B CETEBbIE TEXHOJO- 2 i 6 10 18
12 gTS&:J'IOHHaFI ceTeBas Mmogernb 4 i i 12 16
1.3 | CeTeBble NPOTOKOIbI 2 - 10 12 24
1.4 | BupTtyanbHble YacTHble ceTu 4 - 12 24
15 CeTeBble onepaunoHHble CU- 4 i 8 14 26

CTEMbI

Wtoro: 16 - 32 60 108

14. MeToaun4yeckue ykasaHus ansi obyyarowmxcs no oCBOEHNI0 AUCLUNIIUHBI

AKKypaTHO noceLyaTb NEKLMOHHbIE, CEMUHAPCKUE U NabopaTopHble 3aHATUS, 3aHUMATbLCA CaMOMNOArOoTOBKOW, U3Y-
vYaa nutepatypy U3 pekomeHayemoro cnmcka, no BO3SMOXHOCTU an06peCT|/| I'IepCOHaJ'IbeII;I KOMnNbOTEP ANA camMo-
CTOSATENbHbIX 3aHATUN N BbINONMHEHUS naGopaToprlx pa60T, OopraHu3oBbiBaTb AONONIHUTENIbHbIE KOHCYNbTauun C
npenogaBsartenamn.

15. NepeyYyeHb OCHOBHOW U AOMONIHUTENBLHOM NUTepaTypbl, PEeCypCcoOB UHTEPHET, HeobXo-

OUMbIX ONA OCBOEHUA ANCLUUNIUHDI (criucok numepamypbl ogpopmsiemcss 8 coomeemcmauu ¢ mpebo-
saHusmu TOCT u ucrionb3yemcsi obw,asi CK8O3Hast Hymepauyus 01 ecex sudo8 UCMOYHUKO8)

a) OCHOBHag nuTeparypa:

Ne n/n McToYHUK

loHuapyk, C.B. AgmunHuctpupoBaHme OC Linux / C.B. ToHuapyk. - 2-e u3g., ucnp. - M. :
HauuvoHanbHbin OTkpbIThI YHUBepcuteT «MHTYUT», 2016. - 165 c. : wun., Tabn. - bubnwvorp. B
KH. ; To xe [OnekTpoHHbI pecypc]. - URL:
https://biblioclub.lib.vsu.ru/index.php?page=book&id=429014 (04.10.2016).

AnseHc, K. AommnHuctpupoarme Microsoft Windows Server 2003 / K. AnBeHc. - M. : IHTepHeT-
2. YHuepcutet NHdopmaumnoHHbix TexHonorun, 2008. - 424 c. ; To xe [OnekTpoHHbIN pecypc]. -
URL.: https://biblioclub.lib.vsu.ru/index.php?page=book&id=233685 (04.10.2016).

OnceHnutep, P. AamuHuncTtpmpoBanme ceten Microsoft Windows XP  Professional /
P. 3ncennutep, Bent Tobu [x. - 2-e n3a., ncnp. - M. : HaumoHanbHbIn OTKPbITEIN YHUBEPCUTET
«MHTYWUT», 2016. - 650 c. : nn. - ISBN 5-9570-0039-6 ; To >xe [OnekTpoHHbIN pecypc]. - URL:
https://biblioclub.lib.vsu.ru/index.php?page=book&id=428821 (04.10.2016).

6) gononHuTenbHasa nuTepartypa:

Ne n/n NCTOYHKK
BbicokonpoussoguTensHble ceTn. AHuuknoneans nons3dosatens / A. Mapk CnopTak v gp.; nep.
4.
¢ aHrn. — Kues: AuaCod, 1998.
5 KomnbtloTepHble ceTu: yy4eb. kypc. 2-e n3g. (+CD-ROM). — MicrosoftPress, Pycckasa pegakuus,
) 1998.
6 CerteBble cpeactBa Microsoft Windows NT Server 4.0 / nep. ¢ aHrn. — CI6.; — BHV — CaHkT-
) Metepbypr, 1997.

B) MH(pOpMaLIMOHHbIE SNEKTPOHHO-06pa3oBaTenbHble pecypchl (oduLnansHblie pecypcbl UHTEPHET)*:
Ne n/n Pecypc
7. www.lib.vsu.ru

16. MNepeyeHb y4eOHO-MeTOAUYECKOro obecnevyeHus Ansi CaMOCTOATENIbHOW paboTbl
(y4ebHO-memoduyveckue pekomeHOauyuu, rnocobusi, 3ada4yHuUKU, MemooOuYecKUe yKa3aHUs 10 6bIMOSIHEHU Mpak-
muyeckux (KOHMPOIbHbIX), Kypcoebix pabom u dp.)

Ne n/n McTOYHMK

OTtanoHHas ceTeBas mogenb OSI u ctek npotokonoB TCP/IP [OnekTpoHHbIN pecypc] : y4ebHo-
mMeToamnyeckoe nocobue Ans BY30B : [AnA marncTpoB 2 roga obyveHus : Ans HanpaBneHus -
MpuknagHasa matemaTuka u nHdopmatuka] / BopoHex. roc. yH-T; cocT.: YepHbiwos M.K. —
OneKkTpoH. TekcToBble AaH. — BopoHex : VML, BI'Y, 2011 .— 3arn. ¢ TuTyn. aKkpaHa .—
CeobogHbIn goctyn n3 nHtpacetn BI'Y .— TekctoBbin dann .— Windows 2000 ; Adobe
Acrobat Reader .— <URL:http://www.lib.vsu.ru/elib/texts/method/vsu/m11-81.pdf>.



https://vk.com/away.php?to=http%3A%2F%2Fwww.lib.vsu.ru%2Felib%2Ftexts%2Fmethod%2Fvsu%2Fm11-81.pdf&cc_key=

17. O6pa3oBaTernibHble TeXHOJNIOrMU, UCMNONb3yeMble Npu peanusaumm y4yeOGHOW AUCLM-
NSIVHbI, BKNOYasa OUCTaHLUMOHHbIe obpa3oBaTtenbHble TexHonorun (AOT), anekTpoHHOoe
oby4eHue (30), cmewaHHoOe o6y4eHue):

Mpn peanusaumm OUCUUNAMHBI  UCMOSb3YHTCA  MOAYSIbHO-PENTUMHIOBAs U JIMYHOCTHO-
OPUEHTUPOBAHHbIE TEXHONOMMM 0by4yeHUss (OpUEeHTUPOBaAHHbIE HA WHOMBUAYASTbHOCTb CTYyOEH-
Ta, KOMMNbIOTEPHbIE N KOMMYHUKaUMOHHbIE TeXHONOrMn). B pamkax gucumninunHel npegycmoTpe-
Hbl crnegyowme Buabl Nekunn: nHopMaLMoHHas, Nnekunsa-snsyanmsauus, nekunsa ¢ npumeHe-
Huem obpaTHOM CBA3N.

AvcumnnmHa peanuayeTcsa C NPUMEHEHNEM ANEKTPOHHOIO OByYeHUs N ANCTaHUMOHHbIX obpa-
30BaTefNbHbIX TEXHOMOMN, ONsi OpraHM3auMuM CamMOCTOSTENbHOW paboTbl obyyatowmxcs uc-
Nnosib3yeTcsa OHMaWH-KypC, pasMeLleHHbI Ha nnatdopmMme 3MeKTPOHHOro yHuBepcuteta BIY
(LMS moodle), a Takxe gpyrme VIHTepHeT-pecypchl, npuBeaeHHbIe B N.158.

18. MaTepMaano-TeXHquCKoe obecne4vyeHue AUCUUNJIUHDLI:

BupTtyanbHas ceteBas nabopatopusi EVE-NG (eve-ng.net)

TpeboBaHusa kK aygutopusam Ans npoBegeHUs NEKLMOHHBLIX U MPaKTUYECKNX 3aHATUIA: Hannyine 4OCKN 1 CPeacTB
nMcbMa Ha HeW, OCHaLLEHNE MPOEKLNOHHON TEXHUKON N KOMMBIOTEPOM.

TpeboBaHusa k aygutopHomy obopyaoBaHWIO AN NpoBeAeHNst nabopaTopHbIX 3aHATUN: HANMYne KOMMbITEPHbIX
KnaccoB C COBPEMEHHOMN KOMMbIOTEPHON TEXHUKOW U YCTaHOBIIEHHbIM NPOrpaMmHbIM obecneyeHem — Habop Kom-
NUNATOPOB, CPEL NPOrpaMMMPOBAHNSA U ONEPaLMOHHBIX CUCTEM.

KomnbtoTtep Intel Core i3-4160 CPU@ 3.60GHz, O3Y 416, 500 6 HDD (14 wrT.)

MynbTumegma-npoektop Acer

TepmuHanbHasa paboyasa ctaHuus SunRay 2 (TepmuHanbl ¢ MoHUTOpamu) (15 wr.)

Mynbtumegma-npoektop Nec NP100

KommyTtatop HP ProCurve Switch 1400-24G

KomnbtoTtep Intel Core i5-2400 CPU@3.10 GHz, O3Y 86, 5006 HDD

MoHo6nok Apple iMac MDO93RU/A Core i5 (2.70)8 '6/1 T6/GeForce GT640M 512M6/21,5" (15 wrT.)

Komnbtotep APPLE Mac Pro MD772RU/A Xeon W3565/8 16,2 T6

KommyTatop HP ProCurve Switch 1400-24G

MynbTnmegua-npoektop BENQ MX503 DLP 2700 nm, 13000:1, 1024*768

TepmuHanbHasa paboyas ctaHuus SunRay2 (TepmuHansl ¢ MoHUTOpamu) (15 wT.)

KommyTtatop D-Link DES-1016D

19. OueHo4HbIe cpeacTBa ANA NPOBeAEeHUA TEKYLEeNn U1 NPOMEXYTOYHOM aTTecTauum

MopsiAok OLeHKM 0cBOEHMS 0byYatoLmMmMmcst y4ebHoro MaTepumarna onpeaensieTcsi co-
AepXXaHneM creayoLmx pasgenos AUCLUNINHDIL:

Ne HanmeHoBaHue pasge- KoMne- WHankaTop(bl)
n/n | naAucuMnnnHel (mogay- TeHuns(n) OOCTUXEHUS OueHouHble cpeacTBa
ns) H KOMMNeTeHUMMN
BeegeHue B ceTeBble MNK-1.1
L | rexronorum MK-1 MNK-1.3 Tect
OTanoHHas ceTeBasi Tect
2. mogens OSI MK-4 MK-4.1 JNa6opaTopHas paboTa
3 CeTeBble NMPOTOKOSbI AK-4 MK-4.1 Tect
' MK-4.3 JlabopaTopHasi paboTa
4 BupTyanbHble YacTHble AK-4 MK-4.1 Tect
" | cetu MK-4.3 JlabopatopHas paboTa
CeTeBble onepaumnoH- MK-1.1
5. | Hble cuctembl HE%{ MK-4.1 na6 Tecr 6
MK-4.3 abopaTopHas paboTa
MpomexyToyHas aTTecTauusi MepeyeHb BONpocoB
dhopma KOHTPOSS - 3K3aMeH MpakTnyeckoe 3agaHune




20 TunoBble OLEHOYHbIE CpeacTBa U MeToAUMYECKMe MaTepuarnbl, onpegensowme npo-
ueaypbl OLeHUBaHUA

20.1 TeKyuMin KOHTPOIb yCNEeBaeMoOCTH
KoHTponb ycneBaemMocTu No ANCUUNITMHE OCYLLECTBIAETCS C MOMOLLBIO CreayHLMX OLEHOYHbIX
CpPencTB:
lMpakmukoopueHmMuposaHHble 3adaHusi
Tecmoessie 3adaHusi

lNepeueHb npakmuyeckux 3adaHuli:

1. YctaHoBKa M KoHdurypupoBaHue Windows cuctem (HacTpomka ceTu, OpraHusauusa OOMEHa,
HacTpovika DNS).

2. YctaHoBka M KoHdurypupoBaHue Linux/UNIX cucTtem (HacTpowka CeTu, BKIYEHWE B OOMEH,
HacTpoWka noyThl, opraHnsaumsa obwero goctyna ¢ Windows mawumHamu).

3. Hactpovika mapwpyTtusatopoB n kommytatopos (VLAN, npobpoc noptos, VPN).

4. HacTpowka 1 ncrnonb3oBaHue NpoKCu CEPBEPOB.

lNepeueHb mecmosbix 3adaHuli:

1. PaspaboTaTb CTPYKTYpY fokanbHow |IP-ceT ¢ 3agaHHon mackown. [Mpon3BecTn HaCTPOKMKYy CeTeBOro agarn-
Tepa B yKa3aHHOM onepaunoHHOM CUCTEME.

20.2 NMpomexyToyHasa aTrectaums

MpomexyToyHas aTTectaums No AUCUMUMNIMHE OCYLLIECTBNSETCS C MOMOLLIbIO CreayloLwmux oLle-
HOYHbIX CPeACTB:

CobecedosaHue no sKk3ameHaluUOHHbIM burnemam

MepeyeHb 80MPOCO8 K 3K3aMeHy

1. KoMmnbloTepHbIE CETU

- AnnapaTtHoe obecneyeHune ceTu: ceTeBble aganTepbl, KOMMYTaTOPbl, MapLUpyTM3aTopbl. becnpoBogHble ceTu:
annapartypa 6ecnpoBoaHbIX ceTel, HacTponKa 6ecnpoBOdHbLIX CETEN.

- MHoroypoBHeBas MexceTeBas mogerns OSI.

- Ctek npotokonos TCP/IP. IP-agpecauus. MopTbl, COKETbI.

- BupTyanbHble ceTu. BapmaHTtbl ncnonb3oBaHus. HacTpolika ceTeBoro obopyaoBaHus.

- KnneHTt-cepBepHas TexHonorus. PasnuyHble BUAbl CepBepoB: NovToBbIN, dhannosbin, Web, FTP, npokcu, DNS,
WINS.

- OcHoBbI ceTeBoM 6e3onacHOCTU. AHTUBUPYCHI, haiepBOrbI.

2. basoBoe annapaTtHoe obecneyveHme nepcoHansHoro komnetoTepa (MK)

- OcHOBHble TepMuHbI 1 noHaTus: BIOS, UEFI, wnHa, koHTponnep, yuncer.

- AnemeHThl [MK: Kopnyc 1 6noK NUTaHUs, OCHOBHbIE MHTEPAENChI 1 Wnendsbl, NpoLeccop, onepaTuBHas NaMsTb,
MaTepuHcKas nnara, yCTpOMUCTBa XpaHeHus nHdopmaumm u BBoga/BbiBoga, rpadmyeckuin agantep, 3BykoBas kap-
Ta, ceTeBOWN UHTepdenc, nepudepunHole yctponctaa. MNpuHuyunuansHasa cxema K 1 OCHOBHbIX Y3M0B.

3. BBegeHune B onepaumoHHblie cuctemsl (OC)

MS Windows. Apxutektypa OC. CuctemMa ynpaBneHus namsTbio 1 npoueccamu. dannosble CUCTEMBI.

- BBepgeHune. O630p ceTeBbix onepaunoHHbix cucteM Windows. [JomeHbl 1 rpynnbl. BapuaHTbl ycTaHOBKM CETEBOW
OC Windows.

- OCHOBbI CUCTEMHOW 1 ceTeBOM 6e30nacHOCTH, AManoroBoe OKHO, ceTeBble CMyXObl U NpoTokonbl. CTek MPOTOKO-
nos TCP/IP.

- UHcTpymeHTsl agmunHucTpuposanna Windows. NaHens ynpasneHus, KoHcons mmc. [naHnposLumk 3agav.

- YcTaHoBka o6opygoBaHus, ontummnsaumsi pabotel OC. PaboTa ¢ HECKONbKMMU MOHUTOpaMu, npodunn obopyno-
BaHuA. TexHonorusa Plug and Play.

- Y4yeTHble 3anvcu 1 rpynnel nosib3oBatenien. Tunel, NNaHUpoBaHue, co3gaHne u agMUHUCTPUPOBaHME 3anucen.
MonuTtuka 6e3onacHoCTy.

- YnpaeneHue guckamu. ®annosbie CMCTEMBbI, TUMNbI TOMOB, 6a30Bble U AUHaMu4eckie gucku. OcobeHHOoCTH 1c-
nonb3oBaHusa SSD Auckos.

- Hactpoiika cetn B Windows. Pa3speweHne nmeH DNS. NetBIOS.

- MeyvaTtb B Windows. YcTaHoBKka 060pygoBaHusi, HacTporka nevyaTu, NpUopuTeTOB.

- Paspewwenua NTFS. OrpaHudeHuve goctyna. Mcnonb3oBaHue n HasHadyeHue paspeLueHui.



- O0wwmn gocTyn K nankam. ABTOHOMHbIE haiinbl U Nanku.

- AyguT. lNnaHnpoBaHue n npuMmeHeHue. XKypHan cobbITui.

- Cxatve u wncppoBaHmne aaHHbIX. CepTudukaTthl, areHTbl BOCCTaHOBMNeHWs. KBOTUpoBaHue u fedparmeHTaums
aucka.

- Pe3epBHoe konupoBaHue gaHHbIX. Co3aaHne apXvMBOB M BOCCTaHOBMNEHWE AaHHbIX U3 HUX. ABapuiiHOE BOCCTa-
HoBneHue. [locTyn k pecypcam.

- YaaneHHbin goctyn B ceTeBbix Bepcuax Windows. [poTokonbl u KOHUrypupoBaHue yaaneHHoro ocTyna.

- KoHtponnepbl fomeHa Active Directory (AD). Cnyx6a katanoros AD. CosgaHue v ynpaBrneHne o6bLeKkToB norsb-
3oBatenen AD.

UNIX/Linux. Apxutektypa OC. Cuctema ynpaneHusi namaTbto U npoueccamn. PainoBble CUCTEMbI.

- BBegeHve B onepaunoHHbIE CUCTEMBI, UICTOPUSA co3gaHns Linux.

- YcTaHoBka u Hactpolika Linux. Co3ganue dannosown cuctemsl. Beibop MO ans yctaHosku. KoHdurypmposaHme
CMCTeMbI B mpouecce ycTaHoBKU. CucTeMHbIv 3arpy3unk. CosgaHne naponen.

- Hayano pa6otbl B Linux. Bxoa B cuctemy, KOHCONU 1 KOMaHaHble uHTepnpeTatopbl. CnpaBoyHbIe CUCTEMBI B
Linux. OcHoBHble KOMaHAbl MHTEpNpeTaTopa.

- Gannosble MeHempkepbl. PaboTta ¢ darinosbiMu cuctemamu. TOYKM MOHTUPOBAHKS.

- YyeTHble 3anucu nonb3oBaTenen n rpynnbl.

- Hactporika onepauumoHHon cuctemMbl. annsl kKOHUrypauumn, LEeHTp ynpaBneHus, npouecchl. Bsanmogencrene
npoueccoB mexay cobon. CurHanbl, TUNbl U MPUMEHEHNE CUTHAOB.

- YcTaHoBka nporpamm B Linux. Agpo OC. YcTaHoBKa HOBbIX sigep. PaboTa ¢ HecKonbkummu sgpamMmu B ornepawmoH-
HOW cucTeme.

- BegeHwne noros. AHanus log-dannos, gencTend Hag HUMW. MNNaHnpoBLUNKN 3a4aHnii. ApXmBaLms AaHHbIX.

- X-Window. YcTaHoBKa 1 HacTponka rpadhnmyeckoro cepeepa. YCTaHoBKa, KOHPUIypnpoBaHME N HACTPOKMKA OKOH-
HbIX MeHekepoB. Cuctembl neyatu B Linux.

- Hactpolika KoMnbloTEPHOM CeTW. YCTaHOBKa U HacTpoika firewall.

- YaaneHHbin goctyn. Telnet, ssh. Cuctembl umeH, Belbop n koHdurypauus. ®ann hosts. CosgaHne gJOMEHOB.
Hactpovika cepsepos DNS n BIND.

- PaboTa ¢ aneKkTpoHHON NOYTON. YCTaHoBKa, HAaCTpOKKa U KOH(PUTYPUPOBaHME NOYTOBLIX CEPBEPOB U KITMEHTOB.
Web cepsepebl: IS, Apache, yctaHoBka n HacTpoiika Beb-cepsepoB. FTP cepsep. NMpokcn-cepsep, ycTaHOBKa U
HacTpownka.

- MapwpyTtusaumsa B Linux. Hactpowka n ynpasneHue. CeteBble dannoBble cuctembl, obLime pecypchbl.

- Opyrue onepaumoHHble cuctembl cemerctea UNIX. FreeBSD. Mac OS X. YctaHoBka Mac OS X Ha INK. XpaHu-
nvuwa aaHHbix (NAS). OcobeHHOCTN HaCTPOWKM.

- BupTyanbHble MalwmHbI.

Tpe6OBaHM$I K BbIMOMNHEHMIO 3aaHWN, LWKanbl U Kputepumn oueHmnBaHnA

[nsa oueHmBaHWs pesynbTaTtoB 06y4eHns Ha 3a4eTe UCNOoNb3yTCA cneaytoLwmne nokasaTenu:
1) 3HaHWe y4yebHOro matepmana n BnageHue NoOHATUNHBIM annapaToM OfnepaLnOHHbIX CUCTEM;
2) yMeHue CBA3bIBaTb TEOPUIO C NPAKTUKOWN;
3) ymMeHune nnniocTpupoBaTb OTBET NpUMepamu;
4) ymeHue npuMeHATb ucnonb3dyemble B OC npuHUMNbI yNpaBneHuss npoueccamyv K noTokamu,
peanbHON 1 BUPTyarbHON NamaTbio, hannamm u katanoramu.
[nsa oueHnBaHUA pe3ynbTaToB 0By4eHMs Ha 3K3aMeHe UCNOoNb3yeTcs YeTblpex-6annbHasg wkana oue-
HOK — KOTIIMYHO», «XOpOLLUOY», «yAOBNETBOPUTESbHO», «HE YOOBNETBOPUTENBHOY.
CooTHoLLEeHMEe nokasaTenen, KpUTePUEB U LLKarbl OLEHUBaHUA pe3yrbTaToB 06ydeHus.

YpoBeHb
KpuTepuu oueHnBaHna KomneTeHumm chopmupo- LLikana oueHoK
BaHHOCTM
KOMMEeTEHL MM
lNonHoe coomeemcmesue omeema obyyaruwezocs eceMm | [losbiweHHbIl OmnuyHo
rnepeyucrneHHbiM KpumepusiM. [MpodeMoHcmpupoeaHo 3HaHue 3ma- YpPOBEHb
JIoHHOU Mmodenu OSl, cemesbix ornepauyuoOHHbIX cUCMeM U CemeabiX
IPOMOKO/I08,  YMEHUe  Hacmpaueamb U  KOHguaypuposamsb
pasnuyHble ornepayuoHHble cucmemei, KOMMymamopb! u
Mapuwpymusamopal.
Omeem  Ha  KOHMPOJ/IbHO-U3MEPUMesbHbIU  Mamepuasra  He ba3soeniti Xopowo
coomeemcmeyem OOHOMY U3 [EePeYUCIIeHHbIX rokasamesel, HO YPOBEHb
obyvarowutica Gaem npasusibHble omeembl Ha OO0MOJIHUMEbHbIE
gornpockl. Hedocmamo4Ho rnpodeMoHCMpPUpPO8aHO 3HaHUE 3marsioHHOU
modenu OSI, cemesbix ornepayuoHHbIX CUCMEM U cemesbIX MpomoKo-




J108

Omeem  Ha  KOHMPOJbHO-U3MEPUMESbHbIU ~ Mamepuan  He
coomeemcmeayem  0bbiM  0OHOMY(08yM) U3  NEpPeyqUCIeHHbIX
rnokasamened, obydaowulcs daem  HernonHble omeembl Ha
dornonHUmMesibHble 80MpPoChI. [eMoHcmpupyem 4yacmuydHble 3HaHUsl
amarsnoHHol modenu OSI, cemesbix ornepayUuoHHbIX cucmem u ceme-
8bIX MPOMOKO/108

lMopozoeniti
ypo8eHb

Ydoenemesopu-
meribHO

Omeem  Ha  KOHMPOJbHO-U3MEPUMesbHbIl ~ Mamepuan  He
coomeemcmeyem i06bIM mpeM(4embipeM) U3  Nepeyuc/IeHHbIX
nokazamenel. O6yyarouulics  OeMOHCMpupPyem  OMpPbIBOYHbIE,
hpazmeHmapHbie 3HaHusi, donyckaem epybbie owuUbKU

He ydoenemsopu-
mersibHO




